
Faculty Member Contact Information 

Name: Dr. Thoshitha Gamage        

Department: Computer Science      Phone Number: (618) 650-2407 

E-mail Address: tgamage@siue.edu     Campus Box: 1656 

 

Description of the URCA Assistant Position 
This posting includes one funded position. In addition, the faculty member may be willing to mentor additional, 

unfunded students. 

 

How many unfunded students is this professor taking in addition to his/her one funded student?   

This professor will be taking 2 additional, unfunded student(s) 

(Students, if the faculty member will have both funded and unfunded students, he or she is free to select which 

student receives the funding. Funding cannot be split up between multiple students; only one student will receive it.) 

 

Which of the following apply to this position?  

 [X] This position is only open to students who have declared a major in this discipline.  

 [   ] This project deals with social justice issues.  

 [X] This project deals with sustainability (green) issues.  

 [   ] This project deals with human health and wellness issues.  

 

How many hours per week will your student(s) be required to work in this position?  8 
(Minimum is 6 hours per week; typical is 9.) 

 

Will it be possible for your student(s) to earn course credit?    Yes 

  If “yes,” in which course?      Independent Study 

  If “yes,” for how many credit hours?     3(max) 

 

Location of research/creative activities: EB 1012 CISR Lab 

 

Brief description of the nature of the research/creative activity:  
Broadly, the Critical Infrastructure Security Research (CISR) group engages in cybersecurity and reliability research 

in critical infrastructures, specifically cyber-physical systems. The need for a trained workforce in cybersecurity is 

utmost critical to the nation given the increased frequency of large scale security breaches reported in the recent 

past. Large complex engineering systems as they evolve to integrate computers and communication networks, for 

improved efficiency, connectivity, sustainability, and reliability purposes, are naturally becoming cyber-physical 

systems. Classic examples include the smart power grid, smart highways, and smart healthcare systems. 

Inherently, such integration also makes cyber-physical systems more vulnerable to security attacks. On top of that 

there is natural tension between engineering requirements and the overhead of security, making cybersecurity a non-

functional requirement of system design. The CISR group is motivated and directed to find proper trade-offs 

between these two fractions and to propose innovate solutions to the cybersecurity issues in modern critical 

infrastructures.  

 

Brief description of student responsibilities: 
There are two possible avenues for an URCA assistant to engage in CISR related undergraduate research.      

   1. The URCA assistant will be paired up with a MS student who is perusing a particular research topic within 

CISR scope and will assist the MS student with his/her programming needs. Both students will be directly 

supervised by Dr. Gamage. The expected outcomes of these efforts include peer reviewed publications, which the 

URCA assistant will be a co-author of for his/her contributions.  

   2. The URCA assistant, upon consulting with Dr. Gamage and with his approval, perusing his/her own topic of 

interest related to cybersecurity. Dr. Gamage will propose the scope of the work and the expected outcomes of the 

efforts; two such undergraduate students are currently engaged with CISR.  

Some of the current research activities the members of CISR are engaged in include low-cost authentication 

schemes using distributed hash-chains, topological combinatorics as a cyber-physical security taxonomy, operating 

system hardening, digital forensics, big data as foundation to digital identity verification.  

mailto:tgamage@siue.edu


URCA Assistant positions are designed to provide students with research or creative activities experience. As 

such, there should be measurable, appropriate outcome goals. What exactly should your student(s) have 

learned by the end of this experience? 
There several learning objectives of this effort:      

   1. to facilitate an environment for undergrads to engage in applied security research;  

   2. to expose students to cybersecurity research;  

   2. to develop a deeper understanding of primal cybersecurity constructs;  

   3. to develop essential problem solving and team building skills;  

   4. to develop a deeper understanding of and an appreciation for conflict between engineering design and 

cybersecurity; and  

   4. to develop team building and leadership skills.  

Each student, at the end of the scope of his/her project, will be required to produce a report of their findings and 

present their findings to the group during on of the weekly group meetings; currently, CISR meets every Thursday 

for 1 1/2 hours. The underlying expectation is that this "project report" will serve as a stepping stone for a 

publication either immediately, or after a followup study. In addition, depending on the nature of the research topic 

the student is engaged in, there will be other measurables (e.g. exams, homework, etc.,) where appropriate. These 

expectations will be clearly explained to the student before engaging in any research activity in the form of a 

mutually agreed upon syllabus of sorts.  

 

Requirements of Students 

 

If the position(s) require students to be available at certain times each week (as opposed to them being able to 

set their own hours), please indicate all required days and times: 

   1. Each student is required to participate in the weekly CISR group meeting  

   2. Each student must meet with Dr. Gamage at least for 1 hour every two weeks to report and discuss their 

progress.  

   3. If paired with a MS student, the student should be willing to meet with his/her MS colleague to plan for their 

collective efforts.  

 

If the location of the research/creative activities involves off campus work, must students provide their own 

transportation?  
Most, if not all, research activities will be conducted on campus. Selected students will be encouraged (and are 

recommended) to occupy a space in the EB 1012 CISR Lab during their efforts.  

 

Must students have taken any prerequisite classes? Please list classes and preferred grades: 
A genuine interest in cybersecurity is a must. Having taken CS 447 and/or Dr. Gamage's CS 490 (Cryptography and 

Computer Security class) would be an added benefit.  

 

Other requirements or notes to applicants: 

N/A 

 

 


